* 



insert portable storage device containing 
security data at a computer in 
communication with a network 



establish secure communication 
session from the portable storage 
device to the key-server 



transfer security data via the secure 
communication session from the portable 
storage device to the key-server 

♦ 

store the transferred security data within 
the reconstructed database of the key-server 



No 




▼ 

reconstruct the original key-server database 
using the composite security data transferred 
from individual portable storage devices 



resume normal operation 
of key-server using reconstructed 
security data database 



* • 

provide personal data storage 
device to an interface peripheral to a 
computer in communication with a network 



automatically determine user authorization 
methods using data stored on a portable data 
storage device peripheral to the computer 
in communication with a network 

i 

automatically determine at least an available 
user information entry device in communication 
with the computer in communication with a network 

i , 

determine user authorization methods each 
requiring data only from available user 
information entry devices 



receive user authorization information in 
accordance with a determined user 
authorization method 




access security data stored on the 
portable data storage device 



automatically determine user authorization 
methods using data stored on a key server in 
communication with a computer 
in communication with a network 



automatically determine at least an available 
user information entry device in communication 
with the computer in communication with a network 



determine user authorization methods each 
requiring data only from available user 
information entry devices 



receive user authorization information in 
accordance with a determined user 
authorization method 



No 




access key data 
stored on the 
key server 



» » 

Insert blank portable data storage device 
in an interface peripheral to a computer 
in communication with a network 

i ~ 

establish secure communication 
session from the portable data 
storage device to the key server 



i 

transfer secure key data via the secure 
communication session from the key 
server to the portable data storage device 

I 

store the transferred secure key data within 
the memory means of the portable data storage device 



remove portable data storage device 
from the interface peripheral to a computer 
in communication with a network 



1 

resume normal operation using 
the portable storage device 
for authorization purposes 



1 



